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Overview of Talk

1. Governing science?

a. Governing — directing, shaping, setting limits, making
rules

Background

b. How is biological research governed?

c. Biological safety and security regimes

2. Dual Use Research of Concern

a. Problem cases o Challenges
b. More rules?

3. Self Governing Science

a. Experiments in building governance in the research
community

b. Independent or collaborative? B EXPefimentS to find a solution
c. We (probably) still need rules

d. (But we should also “self-govern” better)




Governing Science?

The governance of science refers to use of law, or other
ruling, by academic or governmental bodies to allow or
restrict science from performing certain practices or
researching certain scientific areas.

Science could be regulated by legislation if areas are seen
as harmful, immoral, or dangerous.

There are a huge number of different organizations
involved in governing biological research.

But governance is not just about what we can’t do... It also
sets research agendas and directs what we can do and
what we try to achieve.




Dual Use Research of Concern

“Dual Use” is the main way we talk about the safety, security (and sometimes
ethical) problems posed by certain types of research

...1s life sciences research that, based on current understanding,

can be reasonably anticipated to provide knowledge, information, products, or

technologies

that could be directly misapplied to pose a significant threat

with broad potential consequences to public health and safety, agricultural crops

and other plants, animals, the environment, materiel, or national security




Life Sciences Research

Pertains to
living
organisms
including
but not
limited to
micro-
organisms,
plants,
animals and
human
beings

\

/Dual Use Research: Research yielding new
technologies or information with the potential for
both benevolent and malevolent applications

Beneficial f )
Outcomes: Dual Use Research of Concern

Pharmaceuticals

SIS Highest potential for

Diagnostics B
yielding knowledee, Subset of 15 agents/toxins
. PAoeticts o tchmnolony fromthe Select Agent and
Outcomes: that could be misapplied Toxin list (HHS & USDA)
Bioweapons to threaten public health
Biosecurity or national security

Epidemic

https://www.research.uci.edu/ref/durc/



Dual Use Research of Concern

When it comes to biological research, there are several definitions,
and lots of different organisations and treaties.

The Biological Weapons Convention, UNSCR 1540, The Australia
Group, TheWassenaar Arrangement, The Missile Technology
Control Regime

Materials linked to weapons development

Technologies connected to weaponization

Banned biological or pathogenic materials
Linked technologies

Information, academic publications or knowledge




Biosecurity & Bioethics
Governaonce & Regulotions Master Sheet

International Bodies Treaties and Standards MNational Regimas Community Regimes
Australia Group Biological and Toxin Weapons Convention
Organisation for the Prohibition of Chemical

Chemical Weapaons Convention
Weapons

Draft Convention on the Criminalization of
Chemical and Biological Weapons
Environmental Medification Convention
Geneva Protacol

Working Paper | - International Arms Control
Agreements of Relevance to the Control of the

Biotechnology Revolution
Health & Disease Control

International Bodies Treaties and Standards Mational Regimes Community Regimes

[ ] [ ] WHO Guidance on Regulations for the
Food and Agriculture Organisation Transport of Infectious Substances
Office International des Epizooties (World Anim WHO Laboratory Biosafety Manual
World Health Organisation WHO Laboratory Biosecurity Guidance
Codex Alimentarius
International Hezalth Regulations

International Plant Protection Convention

Terrestrial and Aguatic Animal Health Codes

of biological

Terrestrial and Aguatic Manuals

Environmental Protection
International Bodies Treaties and Standards MNational Regimas Community Regimes

Convention on Biodiversity Secretariat Aarhus Convention
r e S e r Cartagena Biosafety Protocol
Convention on Biodiversity
International Bodies Treaties and Standards Mational Regimes Community Regimes

Bonn Guidelines on Access to Genatic
World Intellectual Property Organisation Resources

[ ]
International Treaty on Plant Genetic
World Trade Organisation Resources
I ( u a 1 O I l : " International Convention for the Protection of
New Varieties of Plants
Rotterdam Convention on Prior Informad
Congant
Sanitary and Phytosanitary Agreesment
Technical Barriers to Trade Agreement
Trade Related Aspects of Intzllectual Proparty
Agreement
Magoya Protocol on Access to Genetic &
Benefit Sharing
Sanitary and Fhytosanitary Agresment
United Nations Environment Programme
International Biosafety Guidelines
Drug Control
Internationzl Bodies Treaties and Standards National R
UN Drug Conventions
World Anti-Doping Code
Copenhagen Declaration on Anti-Doping in

mes Community Regimes

Sport
International Convention Against Dopingin
Sport
International Bodies Treaties and Standards Mational Regimes Community Regimes

Universzl Declaration on the Human Genome
and Human Rights

International Declaration on Human Genetic
Data

Universzl Declaration on Bioethics and Human
Rights

United Nations Declaration on Human Cloning




Ditferences in
regulation and
capacity
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The present-day challenge...

. As biological research and its
applications evolve, new attempts
at the governance of biology are
emerging

. They challenge traditional
assumptions about how science
works and who 1is responsible
for governing.

Evans, S.W et al (2020). Embrace
experimentation in biosecurity governance




The present-day challenge...

. fears about DIY-bio are often manifestations of fears about
synthetic biology itself.

. Some critics claim — falsely — that synthetic biology is
“virtually unregulated”, and DIY-bio spaces would be
simply an even riskier, less regulated extension.

- On top of this, DIY-bio has been seen philosophically as
having “a streak of anti-establishment at heart” (Wall,
2015).

Sundaram, S. (2021). Biosafety in DIY-bio
laboratories: from hype to policy




The challenge for governance

- What we can do with biological science is changing
remarkably

- More people in more different settings are doing this than
before

- Many of the ways we think about governing biological
research are based on older assumptions




The challenge for governance
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both of which were contrary to the public’s
image of the FBI and how it operates (6).
Moreover, these efforts called on scientists
to take responsibility for identifying and ad-

The American Biological Safety Association
{ABSA) International observed that biosafety
professionals have been increasingly asked
to assess security in addition to safety as-
pects of research, but do not know how to
assess security concerns, and, perhaps more
important, how to think about malicious in-
tent and intentional release. ABSA concluded

and promote common biosecurity practices
throughout the scientific community through
educational opportunities and development
of a global biosecurity credential (7).

- uo JBio Belwaiuans aousns) diy WO pepeojumo

We do not have pl-;‘.l‘fEl.‘:l, knnwléd ze of the

cious actors, or of the best ways to prevent
such uses. No a priori reason exists to be-
lieve that our original assumptions and
hypotheses are optimal. The consequences

WIONE, sU
pandemic caused by a laboratory-derived
pathogen, are among the strongest argu-
ments for testing a wide range of assump-
tions in ways that can provide signals of ef-
fectiveness prior to catastrophic events.

Evans, S.W et al (2020). Embrace experimentation in
biosecurity governance

The “gold standard” needs evaluation

Whether through application of the legal stan-
dard or through deeply ingrained habit, many
DIY-bio practitioners behave, or seek to
behave, very similarly in community spaces
as they do or used to in institutional labs.

owever, this may not always be the appro-
priate standard, either in practice or in theory.
How well laboratory biosafety is practised in
institutional settings clearly varies. This can
result from the national regulatory context
but is often a matter of culture in individual

labs or departments. The pressures of

academia or Indusiry (10 obtain results [ast,
and to publish; pressures that likely do not
apply to DIY biclogists in the same way) can
result in corners being cut. Moreover, the
knowledge that experiments are being done
in a “sanctioned” space can bring about a
certain complacency towards biosafety. In

Sundaram, S. (2021). Biosafety in DIY-bio

laboratories: from hype to policy

IT




Problem cases

1. COVID19

2. UK Scientists Dual Use research with China?

They described a patchy landscape of controls and uneven support that had left

them unclear about security requirements and in some cases, missed research

opportunities and long delays.

“We do feel we're working somewhat in the dark,” one Russell Group vice-

chancellor said. “There is a bit of a sense that we're not entirely sure what’s

»

down.

changing, how it’s changing or why . . . we don't really know what will be turned

Applications had been refused more frequently in the past year, for reasons

which were not always clear.
“It would be good to have clearer guidelines,” the vice-chancellor said.

One senior academic from a Russell Group university said that while they
“spoke regularly” to trade and security officials about potential collaborations,

this level of informal support was relatively unusual among institutions.

https://www.ft.com/content/ce587d32-
1cle-4f03-93bd-846379ed993d

The origin of COVID: Did people or nature open
Pandora’s box at Wuhan?

By Nicholas Wade | May 5, 2021

Nicholas Wade

Nicholas Wade is a science
writer, editor, and author who
has worked on the staff of
Nature, Science, and, for many
years, the New York Times.
Read More

POSTS

- Six essential stories
on the origins of

= COVID-19

By Matt Field

Paradise altered: EPA
approves first release
of genetically
modified mosquitoes
in Florida Keys

By Taylor White

An intelligence

The COVID-19 pandemic has disrupted lives the world over for more than a
forecast and the

year. Its death toll will soon reach three million people. Yet the origin of

< " e o Doomsday Clock
pandemic remains uncertain: The political agendas of governments and coincide. For better
scientists have d thick clouds of ob ion, which the mai l or worse.
press seems helpless to dispel. By John Mecklin

In what follows I will sort through the available scientific facts, which hold )t R WHO's “exciting

; : : 11" adventure” to find
many clues as to what happened, and provide readers with the evidence to o e origins of
make their own judgments. I will then try to assess the complex issue of blame, * COVID-19 runs into

which starts with, but extends far beyond, the government of China. trouble
By Thomas Gaulkin, Matt Field

https://thebulletin.org/2021/05/the-origin-of-
covid-did-people-or-nature-open-pandoras-box-
at-wuhan/




Experiments with “self-governance”

Several groups of researchers have been working towards better models of
self-regulation, oversight and governance

iGEM
The “DIY Bio” community

Johns Hopkins Center for Health Security (Emerging Leaders in
Biosecurity Initiative)

Stanford University [Synthetic Biology Leadership Excellence Accelerator
Program (LEAP)],

BioSecurity Commons
(also...) Biological and Toxin Weapons Convention Meeting of Experts,

(and...) ABSA International Biosecurity Symposium




Few-to-no governments have laws in place
specifically concerning DIY-bio; this is part
of why it is often assumed that the field is
unregulated. Similar criticisms have been

levelled at synthetic biology as a whole. In
fact, “regulation need not be specific to a
particular scientific field in order to be appli-
cable to it” (Rhodes, 2014) and there are
frequently several layers of regulatory and
legal oversight that are already ‘on the
books’ (Bar et al, 2012).

Of course, there are numerous gover-
nance mechanisms beyond biosafety and
biosecurity legislation that effectively regu-
late biotechnology, and many of these have
implications for DIY biologists. For instance,

In the EU, DIY-bio practitioners must
adhere to the “blanket” EU Directive 2009/41/
EC on the contained use of genetically modi-
fied micro-organisms if they wish to perform
such work legally, no matter their institutional
or commercial context. Directive 2000/54,/EC

intellectual property rights, trade agreements
and export controls may restrict or allow the
flow of materials and knowledge.

on the protection of workers from risks related
to exposure to biological agents at work is also
relevant, dealing with non-GM uses. These
Directives are implemented in each Member
State through national legislation. In the UK,
for instance, these processes are administered
by the Health and Safety Executive, and this
continues to be the case post-Brexit. Impor-
tantly, and unlike the situation in the USA,
this legislation applies regardless of whether
the activity occurs in the context of employ-
ment or not.

Sundaram, S. (2021). Biosafety in DIY-bio
laboratories: from hype to policy
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tainty, lack of control, and systematic learn-
ing (10). This approach places the concept
closer to a design-build-test cycle, but with
the focus on governing in a complex adap-
tive space, not on controlling the system.

GOVERNANCE AS AN EXPERIMENT

ne current experimental governance ap-

roach is the International Genetically
Engineered Machine (iGEM) Foundation’s
Safety and Security Program. iGEM runs
a yearly competition for around 6000 stu-
ents and community biolab members from
more than 40 countries. Each year, iGEM
generates a set o

proposed changes in safety and security
rovernance of the competition might affect
teams and lead to better oversight, and re-
views cases that tested—or previously were
not caught by—its system. Through these
reviews, 1 TeCOENIZE af processes
for screening teams’ genetic sequences

CINTERMIME  crlanansmar are

sumptions we make in the process of gov-
erning, most notably about the structure
of science, governing authorities, and their
relations to specific security conceptions.
These assumptions tend to come in pack-
ages. For example, the use of a system of
export controls relies on an assumption
that science consists of discrete knowledge
entities (e.g., published articles or biologi-
cal specimens), restricting the export of
which enhances security. It also relies on
seeing threats as likely originating abroad,
as opposed to, say, within labs in a country
(i.e., an insider threat).

Another example is the assumption that
scientists are best placed to govern them-
selves, which is at the heart of the DURC
policies, despite scientists not necessarily
having training to identify security risks.
This assumption is so firmly rooted in bio-
security governance that guestioning it is
difficult, and even when it is questioned,

Evans, S.W et al (2020). Embrace experimentation in
biosecurity governance

Integrating an increasingly adaptive risk management approach has allowed iGEM's biosafety and biosecurity program to
become comprehensive, be cross-cutting, and cover the competition's life cycle.

Each year, around 6000 students and community lab members form over 300 teams from over 40 countries to compete
against each other for medals and prizes based on their advances in synthetic biology design, implementation, and
integration into society. This is the world's largest international synthetic biology competition, known as iGEM (the
international Genetically Engineered Machines competition), and it has a dedicated Biosafety and Biosecurity Program.’
Integrating an increasingly adaptive risk management approach has allowed iGEM’s program to become comprehensive, be
cross-cutting, and cover activities throughout the competition life cycle.

iGEM's program is forward-leaning, in that it addresses both traditional (pathogen-based) and emerging risks both in terms
of new technologies and new risks, It is integrated into the technical work of the competition—with clearly described roles
and responsibilities for all members of the community. It operates throughout the life cycle of projects—from project design
to future application. It makes use of specific tools to gather and review biosafety and biosecurity information, making it
easier for those planning and conducting science and engineering to recognize potential risks and match them with
appropriate risk management approaches, as well as for specialists to review this information to identify gaps and
strengthen plans. The program makes use of both incentives (such as through a Safety and Security Award for excellence
and human practices components of its medals) and penalties for noncompliance (up to and including disqualification).2

iGEM has an inherently adaptive approach to safety and security, integrating the engineering design-build-test cycle into its
own program, as well as the teams that compete.? This has yielded a series of concrete examples of how experiences in
implementation have helped improve policy, including an increasing diversity of sources for genetic parts and organisms,
keeping pace with technical developments, considering pathways toward future environmental release, addressing
antimicrobial resistance, and testing the efficacy of current biosecurity arrangements. We review each of these aspects of
iGEM's safety and security program below.

Millet, P. et al (2019). Developing a Comprehensive, Adaptive, and International
Biosafety and Biosecurity Program for Advanced Biotechnology
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Historically, scientists have instead favored methods of self-
governance.

This has often proven to be successful, however for biosecurity,
complete self-governance is impractical on a large-scale international
level.

It seems likely that some formal regulations and policies will be
needed.

To be ready to adapt to future changes in policies and regulations, the
formulation of the regulations need to take into account the nature of
the scientific community.

Biosecurity education can help establish an environment where
scientists can effectively collaborate with the security community in
the development of polices and regulations that will promote
security, without impeding scientific freedom.

Promoting Biosecurity Awareness and Responsibility by Embedding it in
Life Science Undergraduate Curriculum
Natalie Land, Research Assistant for Center for Global Security Research




Positives:

More understanding of the security,
safety and ethical implications of
work

Practicing researchers and labs work
collaboratively to monitor practices

Assessment and accountability are
distributed widely among people
who are doing the work

Encourages a culture of caring about
“what is being done and why”

Experiments with “self-governance”

Negatives:

Danger of “marking your own
homework”

Too much reliance on technical
expertise, when the problem
might require different
knowledge to identify security
or ethics issues

Will it really make a difference
when so much research is
funded by militaries?




Experiments with “self-governance”

In reality:

- Means building more governance capacity within
scientific communities and...

. Working in collaboration with governing bodies and...
. With ongoing reference to existing and new regulations

. Working more collaboratively with governing bodies to
keep regulation relevant and fit for purpose




Experiments with “self-governance”

In reality:

. Better thought of as increasing and distributing capabilities
in order to better ensure that scientific research does least
harm and achieves the most good.

. Involves a serious engagement with the risks and benefits
of biological (or other) research — shaping the future and
what we aim for

. Scientists might not have expertise to identity security risks
“but® they do have technical knowledge to identify
measures for assessing and reducing identified risks.




